
PUBLIC NOTICE FOR POSITION BEING FILLED UNDER DIRECT HIRE 
AUTHORITY (DHA) FOR CERTAIN COMPETITIVE SERVICE POSITIONS 

(SECTION 9905) 
 

Direct Hire Public Notice Number: HNC-DHA-9905-19-012 
 
Opening and Closing Dates:   4 December 2019 – 18 December 2019 (11:59pm CT) 

Position Title: IT Specialist (Infosec/SysAnalysis) (Multiple positions may be filled from this vacancy) 

Pay Plan – Series - Grade: GS-2210-13 

Duty Location: Corps of Engineers, Engineering and Support Center, Directorate of Engineering, 
Cybersecurity & Information Technology Branch 

Salary Range: $91,396 - $118,812 

Work Schedule: Full-time  

Appointment Type: Permanent 

Travel Requirement: Temporary travel (TDY) up to 30% of the time may be required 
 
Relocation Expenses: Relocation expenses or Relocation bonus may be authorized  
 
Who May Apply: U.S Citizens, nationals, or those who owe allegiance to the United States. 

Qualifications Requirements: 

 
In order to qualify, you must meet the experience requirements described below. The experience must 
be described/reflected in your resume. Experience refers to paid and unpaid experience, including 
volunteer work done through National Service programs (e.g., Peace Corps, Americorps) and other 
organizations (e.g., professional; philanthropic; religious; spiritual; community; student; social). You will 
receive credit for all qualifying experience, including volunteer experience.  
 
Specialized Experience: :  One year of specialized experience which includes coordinating cybersecurity 
analysis and assessments, implementing cybersecurity based technical solutions, advising management 
officials on technology advances in Supervisory Control and Data Acquisition (SCADA) and/or Building 
Automation Systems (BAS) developments and services, and analyzing Supervisory Control and Data 
Acquisition (SCADA) and or Building Automation Systems (BAS) system vulnerabilities, risk, and threats. 
This definition of specialized experience is typical of work performed at the next lower grade/level 
position in the federal service.  
 
Some federal jobs allow you to substitute your education for the required experience in order to 
qualify. For this job, you must meet the qualification requirement using experience alone--no 
substitution of education for experience is permitted. 

 
Responsibilities/Duties:  Serves as a senior USACE Information Assurance System Architect and Engineer 
(IASAE) supporting the USACE Control Systems Cybersecurity Mandatory Center of Expertise and project 
delivery teams. Responsibilities include:  

• Providing technical support and guidance in the area of cybersecurity/information assurance, 



specifically in the areas of security accreditation and defense in depth utilizing the DoD Risk 
Management Framework.  

• Performing analysis of security engineering requirements and detailed information 
assurance/cybersecurity assessment on complex SCADA or BAS platforms, Closed Restricted 
Networks, installation level networks or large enterprise level information systems. 

• Coordinating security and information assurance/cybersecurity requirements with Government 
or contractor Information Technology specialists and SCADA or BAS system integrators and 
maintainers.  
 

Conditions of Employment: 
1) Must meet suitability for Federal employment  
2) Will be required to provide proof of U.S. Citizenship 
3) Male applicants born after December 31, 1959 must complete a Pre-employment Certification 

Statement for Selective Service Registration 
4) Secret or Top Secret security clearance may be required 
5) Will be required to serve a 2 year probationary period 
6) This is a Career Program (CP) 34 position 
7) Drug testing may be required 
8) Must submit a Financial Disclosure Statement upon entering the position and annually 
9) Must meet position requirements for certification at Level III in Acquisition Career Field of 

Information Technology within 24 months of entrance of duty 
10) Must satisfactorily complete the appropriate training and obtain the required 

certification/recertification for this position. For this position, must possess or be able to obtain 
IASAE Level II Baseline certification within 6 months of appointment.  

11)  May be required to work overtime as mission requirements dictate 

How to Apply: 

Please provide your current resume in Word or PDF format to: 

Via Email: to CEHNC-DirectHireAuthority@usace.army.mil.  Please ensure your email has the 
following subject line: HNC-DHA-9905-19-012, IT Specialist (Infosec/SysAnalysis), GS-13. Application 
packages will be accepted through 11:59pm CT on  18 December 2019. 

 
 

Application packages that are received after the closing date, 
or do not contain resume will not be considered. 
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